Multi-factor authentication (MFA)
and the Mainframe

A survey of mainframe professionals by Macro 4

What are the disadvantages of having separate
authentication systems for mainframe and non-mainframe
applications?

Having to log in separately onto multiple systems wastes time

78%

It’s too easy to forget or confuse login credentials if there are several to remember

IT resources are tied up in supporting multiple authentication systems

Q What is your organisation’s approach to adopting

Deploying a sophisticated authentication system like MFA is more challenging
as it has to be deployed separately on more than one platform

multi-factor authentication (MFA)?

We have deployed
MFA only on our
Windows/other
non-mainframe

We have deployed MFA
on our mainframe

and our Windows/other
non-mainframe platforms

platforms

We have deployed MFA
We have not only in our mainframe
deployed MFA environment
within our

organisation Not sure / don't know

Implementation of MFA within
my organisation is in progress

Which of the following statements do you agree with?

Relying on passwords alone for authentication is a risky strategy

With the increase in remote working and mobile devices, there’s a greater
need for stronger authentication such as MFA

An integrated security strategy for both mainframe and non-mainframe
environments is the ideal scenario for any organisation

In order to be compliant (for example with GDPR or PCI-DSS) organisations
managing sensitive data should implement MFA

MFA is more likely to be deployed if the same system can be used for both
mainframe and non-mainframe environments
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To find out more about Macro 4’s solutions

for improving mainframe security with MFA, % M AC?O|4

contact market@macro4.com A Division of UNICOM Global

or visit www.macro4.com/mfa




